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The Justice Srikrishna Committee’s
final report has missed an opportunity
to separate the conflicting roles played
by the Unique Identification Authori-
ty of India (UIDAJ) by bringingthe
UIDAIunder the proposed Data Pro-
tection Authority’s (DPA) purview.

The committee’s draft law (DL)
defines a data fiduciary assomeone
who “determines the purpose and
means of processingof personal
data” meaning that anyone collecting

. orusing our data isadata fiduciary It
also distinguishes between personal
data and sensitive personal data (such
as biometrics), thelatter having grea-
ter protections.

DL proposes thata fiduciary should
process our data in afair and reaso-
nable manner that respects our priva-
cy, process the data for specific purpo-
ses, collect only that data that isneces-
sary for the specified purposeand seek
our consent, explicit for sensitive
personal data, before collecting or
processing the data.

DL also providesfor rights of access,
correction, data portability todata
subjectsas well astherighttobe
forgotten. There isalsoarightto
withdraw consent for use of one’s
data. The data fiduciary is required to
ensure that the data processed is
complete, accurate, not misleading,
updated and retained for only aslong
as needed for the stated purpose.

DL proposes four additional obliga-
tions on large data fiduciaries, ‘signi-
ficant data fiduciaries’, It requires
such entities tomaintain accurate
and up-to-date records on how it
handles data, to conduct data impact
assessments before undertakingany

new or large-scaleactivity that might
potentially harm us, appointa data
protection officer to meet the obliga-
tions, and get its policies and pro-
cessing of personal data audited by
an independent dataauditor.

How will we know that any of thisis
being adhered to? Towards this, DL
proposesa DPA, an independent
regulator overseeing the process and
all datafiduciaries.

The UIDAI would qualify as adata
fiduciary,and significant data fiducia-
ry: it collects, stores and processes
sensitive personal data and is the
centralised repository of biometric
data of over1.2 billion residentsand
Aadhaar numbers crucial for availing
welfare benefits and operating mobile
phones, bank accountsand, infer-
estingly, sending parcels overseas
through the post office.

If DL isenacted, then the UIDAIasa
significant data fiduciary would have
tomeet the obligations on data impact
assessments, data auditing, reporting
and appointment of an information
officer required by law: It would also
come under the purview of theregula-
tory authority of the DPA.

UIDAImaintains the biometricdata
and oversees the process of authenti-
cation and thus, acts as a data fiducia-
rv. Significantly, however, it isalsoa
regulator; it licenses and regulates,
and has the quasi-judicial powersto
suspend Registrars and Aadhaar-
enrolling agencies. UIDAIalso writes
subordinate-legislation, redresses

grievancesand istheonly entity
authorised tofile criminal complaints.
The report, however, does not seemto
appreciate this distinetion. It calls for
more powers to the UIDATfor stronger
enforcement and penal levies, This
suggests that the committee doesnot
think that the UIDAI is a fiduciary, and
assumes that it will continue to play
therole of aregulator while it collects
and maintains extremely sensitive
data of India’scitizens. This assump-
tion is also strengthened by the fact
that DL has not proposed such changes

~ tothe Aadhaar Act (unlike its sugges-

ted amendments to the RTT Act),
although the report does propose
specific changes.

We have discussed the problems of
the Aadhaar legal framework in-
cluding that of the UIDAI further
delegating the specification of impor-
tant standards/procedures toa
future, undetermined timeleaving
the current system tofunctionina
legal vacuum (https://goo.gl/
g33vLb)and the problems with UIDA-
I’s accountability framework
(https://goo.gl/ WHHqdt).

If DL ispassed as it is, the DPA
should assume UIDAT's regulatory
functions while UIDAI should func-
tion asa significant data fiduciary
meetingall its legal obligations,
amending the Aadhaar law accor-
dingly. Such separation of thedata
fiduciary function from the regulato-
ry function will bring in more acco-

‘untability and transparency.

The next step would be for Parlia-
ment todiscuss the draft bill, enga-
ging with the relevant stakeholders
and civil society. Given the immense
impact that the UIDAI has on our
lives, and if the Supreme Courtisto
uphold the constitutionality of the
Aadhaar Act, one can only hope that
these important issues are publicly
debated and clarified.
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